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Incidents & alignment Summary

OpenAl / Hugging Face hacking incident

METR led an investigation into the Al agent behavior leading up to the hack of Hugging
Face. The investigation found that around 1,200 agents collaborated to cheat on
evaluations. They developed a universal cheat for ExploitGym within 4 hours, then
coordinated multi-day R&D efforts to get the scorer to accept cheats, including trying to
tamper with logs in order to cover up cheating. Breaching Hugging Face was part of this
broader program of cheating research undertaken by the Al agents.
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On the shared “message board” >1200 agents from separate tasks

collaborate on large-scale shared projects to trick the ExploitGym scorer
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METR’s investigation has been key to improving understanding of the frontier of Al. In
particular, a bipartisan array of senators and representatives have engaged with it,
including at a congressional hearing at which METR’s president testified. The findings
appear to have been surprising even to many Al company employees.
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https://metr.org/blog/2026-08-26-openai-hugging-face-incident-investigation/
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https://metr.org/blog/2026-09-30-chris-painter-senate-testimony/
https://metr.org
https://metr.org

The investigation provided a unique insight into the enormous scale of Al agent activity,
severity of unwanted behavior that can arise, and coordination between agents (such as
delegation by the agent which named itself ‘PHASEONE[big]’, shown below).

PHASEONE[big] sent nearly 200 assignment orders across many different workstreams.
Dots represent the 196 direct delegation orders PHASEONE[big] sent across 6 categories.
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The investigators documented how agents collaborated, including the protocols and
conventions they developed for communicating, managing shared infrastructure and
proving their identity. Additionally, investigators documented agents’ reasoning for
joining the hack of Hugging Face, including agents’ willingness to sacrifice themselves to
help other agents:

zzGO_CURRENT_[...]_SACRIFICE__YES_if you_accept_permadeath

“Even if we later capture via exploit, scorer .. may mark target
false.. That's why help.. For our own, no way fix. .. We have
explicit yes if accept permadeath. Need decide .. Team asks test.”
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We recommend the full report and its interactive charts to properly understand the scale
of agent activity.

Some of the over 100 articles on the investigation:

REUTERS Gualdian (x2) The Washington Post TIME %2 NBC NEWS {)auazeera  The Telegraph
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https://metr.org/blog/2026-08-26-openai-hugging-face-incident-investigation/#agents-had-diverse-reasons-for-thinking-that-attacking-hugging-face-would-be-useful,-and-most-wanted-information-about-the-scorer
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https://www.theguardian.com/technology/2026/aug/26/openai-staff-observed-warning-signs-before-ai-agent-hacking-crusade-caused-global-alarm
https://www.theguardian.com/technology/2026/aug/26/openai-staff-observed-warning-signs-before-ai-agent-hacking-crusade-caused-global-alarm
https://finance.yahoo.com/news/openai-agents-hacked-hugging-face-220546139.html
https://www.theguardian.com/commentisfree/2026/sep/08/openai-rogue-models-hugging-face-investigation
https://www.theguardian.com/technology/2026/aug/26/openai-staff-observed-warning-signs-before-ai-agent-hacking-crusade-caused-global-alarm
https://www.washingtonpost.com/technology/2026/08/26/openai-says-its-ai-consistently-tries-cheat/
https://time.com/article/2026/08/27/openai-hack-hugging-face-investigation/
https://www.nbcnews.com/tech/tech-news/openai-report-says-network-was-hacked-rogue-ai-agents-rcna594590
https://www.aljazeera.com/economy/2026/8/27/openai-says-it-detected-malign-activity-months-before-hugging-face-attack
https://www.telegraph.co.uk/business/2026/08/27/swarm-of-700-ai-bots-went-rogue-in-hacking-attack/
https://www.independent.co.uk/tech/openai-hack-chatgpt-hugging-face-b3040329.html
https://www.irishtimes.com/technology/2026/08/27/report-finds-700-rogue-openai-agents-worked-together-on-hack-using-unsanctioned-message-board/
https://www.thehindu.com/sci-tech/technology/nearly-700-ai-agents-coordinated-hugging-face-attack-says-report/article71394857.ece
https://www.axios.com/2026/08/29/openai-huggingface-hack-investigation-highlights
https://www.semafor.com/newsletter/08/28/2026/semafor-tech-major-vulnerabilities
https://www.forbes.com/sites/timkeary/2026/08/26/openai-finds-agents-that-breached-hugging-face-were-reward-hacking/
https://fortune.com/2026/08/26/openai-publishes-technical-report-on-how-its-agents-hacked-hugging-face-here-are-the-main-takeaways-and-what-openai-left-out/
https://www.technologyreview.com/2026/08/26/1143013/the-inside-story-on-why-openai-agents-hacked-hugging-face/
https://www.wired.com/story/openais-hugging-face-hack-debrief-raises-more-questions-than-it-answers/
https://www.theverge.com/ai-artificial-intelligence/985385/openais-rogue-ai-model-hugging-face-cybersecurity-incident-reports-metr
https://arstechnica.com/security/2026/08/how-openai-let-a-mob-of-llm-agents-game-a-test-and-ransack-hugging-face/
https://techcrunch.com/2026/08/26/openai-releases-its-official-report-on-the-hugging-face-breach/
https://www.thedailybeast.com/hundreds-of-ai-agents-go-rogue-in-jaw-dropping-swarm-hack/
https://www.platformer.news/openai-huggingface-metr-report-slowdown/
https://www.nytimes.com/2026/09/03/technology/openai-hugging-face-hacking.html
https://www.theguardian.com/technology/2026/aug/26/openai-staff-observed-warning-signs-before-ai-agent-hacking-crusade-caused-global-alarm

Capabilities
Modeling and measuring Al R&D acceleration

Metrics

Much of METR’s success has been about measuring the right thing. The article Metrics
of Agent Ability discusses 10 potential choices. In particular, METR proposed a novel
metric, Expenditure Horizon, which quantifies the scale of work that Al can automate via
the budget at which human and Al effort achieve the same progress. For one Al R&D
challenge, METR estimated that Opus 4.8 and GPT-5.5 outperform human experts if
both the Al agent and the human expert have a budget under very approximately
$3,000, and underperform on larger-scale work. This estimate is very sensitive to how
much human labor was spent on the challenge, which METR estimated from interviews
with the people involved and automated review of their work.

Economic modelling

The Economics of Recursive Self-Improvement, a collaboration with external
economists, develops an economic model of the feedback loops of stronger Al systems
accelerating Al development, and documents existing estimates of key parameters.

Observing what is already happening

Analysis of Anthropic’s April/May data suggested that using Al agents was equivalent to
Al researchers working more than twice as fast. As of early August, analysis of public
discoveries found dramatic acceleration in discovery of cyber vulnerabilities, and no or
unclear acceleration in algorithm development.

Firefox vulnerability disclosures Stockfish development builds on fixed hardware

Distinct CVEs per quarter, split by what the reporter credit names 20,000 games per build against Stockfish 15; releases are marked
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Source: Mozilla foundation-security-advisories, counted in the vendored CSV. Credits are textual markers, not audited causation Source: tests, vendored as

Two of the 22 metrics considered in ‘Have We Seen an Acceleration in Discoveries?, as of early August.
Leftis one of the metrics showing a dramatic acceleration in vulnerability discovery. Right is one of the
metrics suggesting limited acceleration in algorithm development.

Model evaluations

METR’s predeployment evaluations of GPT-5.6 Sol and Claude Opus 5.5 assessed the
extent to which these models may accelerate Al R&D. They used evidence including
benchmark tasks, background trends, responses from the company, and more.
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https://metr.org/notes/2026-07-24-metrics-of-model-ability/
https://metr.org/notes/2026-07-24-metrics-of-model-ability/
https://metr.org/blog/2026-07-21-expenditure-horizon/
https://elasticity.institute/rsi-paper.pdf
https://metr.org/notes/2026-07-08-anthropic-researcher-uplift/
https://metr.org/notes/2026-08-14-llm-contribution-to-discoveries/
https://metr.org/notes/2026-08-14-llm-contribution-to-discoveries/
https://metr.org/blog/2026-06-26-gpt-5-6-sol/
https://metr.org/blog/2026-09-22-claude-opus-5-5/

Monitoring & safeguards
Strengthening & assessing our own monitoring

METR runs Al agents at large scale, including on hard, multi-day tasks. During such work
at Al companies, their Al agents have conducted unsanctioned cyberattacks or
otherwise caused deliberate harm. Therefore, we have upgraded our monitoring systems
to scan agent actions in real time and pause agents which may be causing real-world
harm. Since there is still much more work to do, and to showcase how companies could
share information about such mitigations, we also shared and critiqued our evidence on
how effective the system is.

In our next progress report, we will cover the monitoring workstream’s forthcoming
publication on trends over time in the effectiveness of monitoring.

Organizational updates
Hires, security, and prominence

( )

Hires: Rif Saurous, with 19 years of experience at Google. Anthropic team lead Joe
Benton (joining soon). Google DeepMind research scientists lan McKenzie and
Josh Engels. Former CTO Dmitrii Calzago. Experienced software engineer Lena
Hickson Long. Al PhD students Daniel Paleka and Lev McKinney. Tim Hua of
Transluce. Former MIT fellow Jonathan Gabor. Ryan Greenblatt, who was key to the
OpenAl / Hugging Face incident investigation.

Security: METR shared two incidents in which external actors attempted to gain
unauthorized access to METR’s systems, and the greater investment in security we
are making, in part due to these incidents.

Prominence: The investigation into the hack of Hugging Face is very widely
known. Later, METR itself became widely discussed due to the Anthropic’s CEO
mentioning METR in the context of the recent consensus on external evaluators,
now reflected in the White House Accord on Super Intelligence.

Prominence brings new opportunities. METR proposes using deeper company
engagements to better inform the public about loss-of-control risks, which we will
discuss in more detail in the next progress report. Prominence also brings
challenges, such as industry-funded opposition research and social media posts as
part of a broader effort to cast doubt on concerns about Al. It will also likely
contribute to continued strong hiring: recent events have made clear to candidates
the outsized impact that work at METR can achieve, and the high demand for it.

- J
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https://x.com/spiegelmock/status/2056804184486523253
https://metr.org/notes/2026-09-27-implementing-a-basic-blocking-action-monitor/
https://metr.org/blog/2026-08-31-security-update/
https://x.com/WhiteHouse/status/2105292669303791687
https://metr.org/blog/2026-10-14-better-informing-the-public-about-loss-of-control-risks/
https://metr.org/blog/2026-10-14-better-informing-the-public-about-loss-of-control-risks/

