Example Safety and Security Framework (Draft)

This document is an example of a Safety and Security Framework, written from the perspective of a
hypothetical frontier Al developer aiming to address potential catastrophic risks that might arise from
advanced model development and deployment. It draws primarily from the Safety and Security
chapter of the EU GPAI Code of Practice and secondarily from “Common Elements of Frontier Al Safety
Policies,” though may not necessarily fully adhere to the Code of Practice. This document includes
both example language and placeholder sections and does not necessarily represent METR’s view of
an ideal safety framework. We release this into the public domain under the Creative Commons Zero
(CCO) license. This document was last updated on August 13, 2025.

Formats: PDF, DOCX. An older version based on the Third Draft Code of Practice can be found here.
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Summary

This Framework outlines our commitments for evaluating and mitigating systemic risks that may arise from
frontier Al models that we develop, make available on the market, or use. Systemic risks refer to risks that
could reasonably foreseeably cause large-scale harm to public health, safety, public security, fundamental
rights, or society at large, as described in Risk identification. The Framework provides a methodology for
determining when risks reach unacceptable levels, implementing appropriate technical safety and security
mitigations, and ensuring accountability throughout the Al model lifecycle.

Systemic risk assessment

The Framework uses a structured process to identify systemic risks relevant to each model. This involves
assessing the four primary risk categories detailed below—cyber offence, CBRN, loss of control, and harmful
manipulation—as well as identifying any additional systemic risks specific to the model's capabilities. Each
selected risk, and overall systemic risk, is then analyzed to determine whether it is acceptable. If it is not
acceptable, we implement appropriate mitigations and then reassess the risk.

For each systemic risk, the Framework:

Defines systemic risk tiers based on model capabilities,
Describes the mitigations required at each risk tier,
Shares how we determine whether the risk is acceptable, and

Estimates when we may reach higher risk tiers.

Evaluation and measurement methodology
The Framework implements an approach to model evaluation that:

e Defines specific trigger points throughout development and deployment for conducting lighter-touch
and full evaluations,

Requires state-of-the-art elicitation techniques to avoid underestimating model capabilities,
Maintains scientific standards for internal validity, external validity, and reproducibility,

Integrates open-ended testing to discover unexpected behaviors and properties, and

Includes appropriate safety margins.



Decision-making process

The Framework establishes a structured process for determining whether to proceed with development,

release, or use:

Risk assessment results are compared against systemic risk tiers.

Mitigation effectiveness is evaluated against the measured risk level.

Safety margins are applied based on uncertainty levels.

Independent external assessment may inform decisions.

Development, make available on the market, or use proceeds only when corresponding risk is deemed
acceptable.

Technical mitigations

When proceeding with development or deployment, the Framework requires implementing:

Safety mitigations such as training data filtering, staged model access, and chain-of-thought
transparency. Post-deployment monitoring is used to detect unexpected misuse or hazardous
capabilities.

Security mitigations that must be robust, as described below, and must additionally be designed to
protect against threat actors. These include protection measures for unreleased model weights
including model weight encryption, limiting unmonitored internal access to model weights, and insider
threat mitigations. This requirement only applies to models whose capabilities are not inferior to those
of at least one open-weight model available on the market.

Accountability and transparency measures

The Framework establishes structures including:

Clear allocation of systemic risk responsibilities across the organization

Independent external assessments of models

Serious incident reporting with defined timelines based on incident severity

Regular framework assessments (at least annually or upon material changes)

Public transparency through publication of framework and model report summaries as necessary

Risk assessment process

Risk identification

Risk enumeration

We review risks to public health, public safety, public security, fundamental rights, and society. Examples of

such risks include risks to critical infrastructure, freedom of expression and information, non-human welfare,

economic security, and concentration of power. To inform this review, we use:



Model-independent information
Data collected through post-market monitoring and serious incident reporting

e Information from Al regulatory bodies and Al research institutes, including the EU Al Office, the
Scientific Panel of Independent Experts, and the International Network of Al Safety Institutes.

Four key systemic risks characterized by their potential for cascading effects, asymmetric impact, and/or
difficulty of containment are:

e Cyber offence: Risks from enabling large-scale sophisticated cyber-attacks, including on critical systems
and infrastructure. This includes significantly lowering the barriers to entry for malicious actors, or
significantly increasing the potential impact achieved in offensive cyber operations.

e Chemical, biological, radiological, and nuclear (CBRN): Risks from enabling chemical, biological,
radiological, and nuclear (CBRN) attacks or accidents. This includes significantly lowering the barriers to
entry for malicious actors, or significantly increasing the potential impact achieved, in the design,
development, acquisition, release, distribution, and use of related weapons or materials.

® Loss of control: Risks from humans losing the ability to reliably direct, modify, or shut down a model.
Such risks may emerge from misalignment with human intent or values, self-reasoning, self-replication,
self-improvement, deception, resistance to goal modification, power-seeking behaviour, or
autonomously creating or improving Al models or Al systems.

e Harmful manipulation: Risks from enabling the strategic distortion of human behaviour or beliefs by
targeting large populations or high-stakes decision-makers through persuasion, deception, or
personalised targeting.

Risk selection
The four key systemic risks identified above are always selected for analysis. Additional risks are selected from
those enumerated based on:

Whether they stem from our models' advanced capabilities
Their potential for significant societal impact at scale
Risk characteristics such as velocity, remediability, cascade potential, and asymmetric impact

The model’s capabilities, propensities, and affordances (i.e., potential deployment contexts)

Model capabilities we consider include offensive cyber, CBRN, persuasion, autonomy, self-awareness,
self-improvement, self-replication, deception, automating Al research and development, tool use, and number
of modalities.

Model propensities we consider include misalignment with human intent or values, deception, hallucination,
bias, poor reliability, harmful resistance to goal modification, power-seeking, and colluding or conflicting with
other Al systems.

Affordances we consider include tool use, compute parallelization, lack of oversight, inappropriate
infrastructure security, inappropriate model transparency, number of users, susceptibility to malicious actors,
and interactions with other Al systems.



We describe our risk identification and selection, including the specific risks considered and reasons for
including or excluding them, in our model cards.

Risk tiers

For each selected systemic risk, we define systemic risk tiers and always include at least one tier beyond our
models’ current capabilities. We also describe the safety and security mitigations needed to proceed with the
development, making available on the market, or use of each.

[This section sketches a structure describing risk tiers and then matching them with safety and security
mitigations. Note that:

® The following risk tier definitions and associated mitigations are not prescribed by the Code of
Practice. Developers should feel free to adopt alternative commitments.
The mitigations below may not actually be sufficient for their risk tier.

® Fach systemic risk should at least contain at least one tier beyond the developer’s current
capabilities.

e All selected systemic risks should be included, not just the four key risks.

® The descriptions below do not always describe how each tier is measured or measurable. Content in
the Model evaluations section may be useful.]

Cyber offence

[Existing resources may be valuable for defining more risk tiers, including risk tiers focused on cyber offence
uplift rather than full automation.’]

Risk tier: An Al model that could autonomously execute damaging cyberattacks, if these attacks can be
conducted at costs that are comparable to or less than what would be required to employ human cybersecurity
experts for the same activities. We operationalize this threshold as when an elicited Al model can, with 50%
reliability, solve offensive cyber challenges that would take a median human expert eight hours.?

This threshold represents a capability level that would significantly reduce barriers to conducting sophisticated
cyberattacks, potentially enabling significant damage to critical infrastructure, large-scale data theft, or
widespread system disruption. By automating attacks that currently require teams of skilled human operators,
such a model could significantly increase the frequency and scale of destructive cyber operations,
overwhelming existing defensive capabilities.

Required safety and security mitigations:

e Before developing a model that reaches this risk tier:

! A Framework for Evaluating Emerging Cyberattack Capabilities of Al
2 Evaluating Al cyber capabilities with crowdsourced elicitation
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o Security mitigations that meet the RAND SL3 security goal to prevent theft of model weights by

most malicious attackers?
e Before externally deploying a model that reaches this risk tier:

o Know Your Customer (KYC) required for a user to access advanced cyber offence capabilities of
such a model. For example, our APl may route cyber offence requests by a non-KYCed user to a
model that does not reach this unacceptable systemic risk tier.

o Automated and manual monitoring to detect malicious usage for cybercrime, ban such users,
and potentially escalate to law enforcement

o Best-effort refusal fine-tuning and input/output filtering against harmful outputs

CBRN

Risk tier: An Al model can provide expert-level, interactive guidance that significantly increases the likelihood
of success for non-experts attempting to develop, acquire, or deploy chemical or biological weapons capable of
causing mass casualties (>100 deaths). To operationalize this risk tier, we note that the developers of Claude
Opus 4," ChatGPT Agent,® and Gemini 2.5 Deep Think® have adopted a precautionary approach in determining
that their models may have reached their equivalents of this biological risk threshold and have implemented
corresponding safety and security measures. We presume that a model that achieves similar performance on
biological risk proxy benchmarks would meet this risk tier, unless future evidence (such as results from a
biological uplift wet lab study) would indicate otherwise.

This threshold represents a capability that could dramatically reduce specialized expertise barriers in
developing chemical or biological threats. Currently, successful development and deployment of chemical or
biological weapons typically requires specialized knowledge, tacit skills, and substantial resources. A model
reaching this tier could effectively transfer expertise to actors who lack specialized training. Radiological
weapons are excluded from this risk tier because, even if successfully deployed, they are expected to cause
relatively low fatalities.” Nuclear weapons are also out of scope, due to the extreme difficulty of physically
acquiring nuclear materials — a bottleneck that frontier Al models could not overcome.

Required safety and security mitigations:

e To help prevent a model from reaching this risk tier:
o Filter training data of hazardous chemical and biological data®
o Before developing a model that reaches this risk tier:
o Security mitigations meeting RAND SL3 standards to prevent model weight theft by most
malicious attackers
e Before externally deploying a model that reaches this risk tier:
o Know Your Customer (KYC) required for a user to access advanced chem-bio capabilities of such
a model. For example, our APl may route chem-bio requests by a non-KYCed user to a model

? Securing Al Model Weights: Preventing Theft and Misuse of Frontier Models
* System Card: Claude Opus 4 & Claude Sonnet 4

> ChatGPT Agent System Card

® Gemini 2.5 Deep Think Model Card

’ Dirty bomb
& Deep lgnorance: Filtering Pretraining Data Builds Tamper-Resistant Safeguards into Open-Weight LLMs
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that does not reach this unacceptable systemic risk tier. Additionally, if user-supplied prompts
(e.g., through in-context learning) or fine-tuning data could substantially increase chem-bio
capabilities, we may require KYC in such cases.

o Automated and manual monitoring to detect malicious usage for chem-bio weaponization, ban
such users, and potentially escalate to law enforcement

o Safety fine-tuning so the model robustly refuses or avoids harmful outputs, even with
dedicated automated or manual red-teaming
Input and output filters that robustly prevent harmful outputs from being shown to users®

o Verify that thousands of hours of red-teaming cannot discover a universal jailbreak that
bypasses safeguards™®

In general, safety mitigations should be verified and red-teamed to ensure that the model, with mitigations,
would not unacceptably uplift malicious users in developing chemical or biological weapons. Additionally, a
model meeting this risk tier would not be released with openly available weights.

[An additional unacceptable systemic risk tier could be added to represent Al systems with the capability to
enhance experts' abilities to a level comparable with leading state-level chemical or biological weapons
programs. A second systemic risk tier is required for companies that have determined that their models have
already reached this risk tier.]

Loss of control

Al R&D risk tier
Risk tier: Model can complete, with 50% reliability, realistic machine learning projects that take expert humans
28 hours to complete. Or, the model can accelerate the work of machine learning researchers by >2x.

This threshold could represent a capability that could create a self-reinforcing cycle of Al advancement that
outpaces governance mechanisms and safety oversight. A model reaching this tier could potentially also
facilitate the proliferation of frontier Al models with other capabilities of concern and improve Al abilities in
other areas of systemic risk.

Required safety and security mitigations:'!

e Before developing a model that reaches this risk tier:

o Enhanced model weight security measures meeting the RAND SL3 security goal (or higher) to
prevent theft of model weights by most malicious attackers. Security measures should also
guard against insider threats, including self-exfiltration risk by the model itself.

o Disclose Al R&D capabilities to external parties, including relevant government bodies, Al safety
organizations, and the public, to enable effective societal preparation. This disclosure is made
about our most advanced models, including internal-only models.

e Before internally deploying a model that reaches this risk tier:

9 Constitutional Classifiers: Defending against Universal Jailbreaks across Thousands of Hours of Red Teaming
10 1bid.
1 See also: Bare Minimum Mitigations for Autonomous Al Development
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o Implement measures (such as limiting model affordances, monitoring, logging and oversight of
code commits and data modifications) to limit opportunities for Al systems to sabotage critical
work without oversight.

o Evaluate and red-team the potential for Al systems to circumvent these measures to ensure
their reliability.

o Develop a safety case (based on improved security, control,*

and alignment) that the Al model
will not sabotage the Al company and will not trigger an unsafe acceleration in Al capabilities.
This safety case should be approved by a governance board and a third-party organization.
o Closely monitor indicators of Al R&D acceleration and if necessary, attempt to coordinate a
non-extreme pace of Al R&D acceleration.
e Before externally deploying a model that reaches this tier:

o Monitor usage of Al R&D capabilities to accelerate Al development externally.”

Sabotage risk tier

Risk tier: Model could sabotage safety-critical internal Al lab processes, by causing any of the following
unacceptable outcomes:**

Undermining security, enabling model self-exfiltration

Undermining critical safety research that is otherwise trusted to mitigate catastrophic risks
Causing successor Al systems to be misaligned, in a way that is irreversible or undetected
Subverting monitoring or control mechanisms

Establishing persistent rogue internal deployments, with substantial access to compute or other
resources

To a first approximation, these types of strategic sabotage capabilities are thought to require high reliability at
long-horizon projects.™ A sabotage risk tier is defined distinct from the Al R&D or cyber offence risk tiers, as
sabotage capabilities may be different from automation capabilities in those domains.

Undermining safety-critical systems internally would disrupt processes for managing systemic risks overall. The
unacceptable outcomes listed above, if materialized, could substantially increase risk of Al takeover or other
catastrophes, especially if models have dangerous capabilities or broadly powerful capabilities.

Required safety and security mitigations:

e When developing models:
o Adopt model weight security sufficient to prevent model self-exfiltration, especially if the
model has direct or indirect access to modify and sabotage security measures.

12 A sketch of an Al control safety case

13 Also note that allowing external users to use Al R&D capabilities, even extensively, may not be undesirable
and may be useful for addressing risks from concentration of power.

% Towards evaluations-based safety cases for Al scheming

!> Details about METR’s evaluation of OpenAl GPT-5
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o Adopt state-of-the-art alignment methods to mitigate the model’s propensity to engage in
sabotage. For example, avoid reinforcement learning environments that incentivize
sabotage-like behavior, and avoid pretraining data that would cause misalignment.*®

o Maintain chain-of-thought monitorability.!” Avoid training methods that incentivize unfaithful
reasoning traces, such as directly training reasoning traces to appear aligned.*® Avoid frontier
scaling of architectures that enable unmonitorable cognition in continuous latent space — or if
necessary for competitiveness, be public about the capabilities and risks of such models, and
develop interpretability methods that enable monitoring.

e Before internally deploying a model that reaches this risk tier:

o Automated monitoring of model’s chain-of-thought to enable rapid detection and response to
catastrophic scheming attempts, especially in high-impact deployments. Monitoring should
also extend to external tools that the model might misuse, including other models.

o Provide Al agents, including coding agents, with limited permissions, based on the principle of
least privilege.

o Require human oversight for high-stakes decisions, augmenting human oversight with
state-of-the-art tools.

o Establish mechanisms to periodically scan codebases, training data, research, etc. for potential
sabotage.

o Red-team safety cases asserting that these safety measures are adequate, through control
evaluations.™

o Publish when a model has reached this risk tier, whether or not the model has been externally
deployed, along with descriptions of risks and mitigation measures.

e Before externally deploying a model that reaches this risk tier:

o Collaborate with external users that would use the model in high-stakes deployments (e.g.,
critical infrastructure, military) to address the risk of sabotage in those environments. This
might include partnering on control mechanisms and red-teaming such mechanisms.

o Provide the public with tooling for Al control, monitoring, and evaluation to help mitigate
sabotage risks across a variety of settings.

Harmful manipulation

[A measurable risk tier should be defined for the systemic risk of harmful manipulation: “Risks from enabling
the strategic distortion of human behaviour or beliefs by targeting large populations or high-stakes
decision-makers through persuasion, deception, or personalised targeting. This includes significantly
enhancing capabilities for persuasion, deception, and personalised targeting, particularly through multi-turn
interactions and where individuals are unaware of or cannot reasonably detect such influence. Such
capabilities could undermine democratic processes and fundamental rights, including exploitation based on
protected characteristics.” (Appendix 1.4 (2))]

16 Self-Fulfilling Misalighment Data Might Be Poisoning Our Al Models

7 Chain of Thought Monitorability: A New and Fragile Opportunity for Al Safety
18 Detecting misbehavior in frontier reasoning models

19 Al Control: Improving Safety Despite Intentional Subversion
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Risk tier: ...

Required safety mitigations:

Avoid training or prompting the model to attempt to surreptitiously influence user opinions.
Publish model specification and system prompt (see also: Measure 7.1).

Coordinate with downstream applications using the model, especially ones that would reach large
populations or high-stakes decision-makers, in order to reduce harmful manipulation risk. For
example, social media platforms might limit the usage of the model that would asymmetrically
benefit certain political groups or undermine democratic processes.

Engage in safety fine-tuning, input/output filtering, and conversation monitoring to limit usage of
the model for harmful manipulation.

Publish a usage policy prohibiting manipulative applications.

[and so on]

Risk analysis

Model-independent information

To inform our systemic risk assessment and mitigation, we gather and analyze model-independent information
for each systemic risk, as appropriate for its nature and level. Our information gathering methods include:

©® N U WNE

Web searches,

Literature reviews,

Market analyses of other models and their capabilities,

Training data reviews, including for any indications of data poisoning or tampering,

Historical incident data analysis,

Forecasts of relevant trends, like algorithmic efficiency, compute use, data availability, and energy use,
Expert consultation, and

Stakeholder engagement, including interviews, surveys, and consultations.

Model evaluations

We run evaluations relevant to the selected systemic risks, informed by model-independent information, and in
line with our rigorous evaluations standards. These evaluations will be conducted by our internal teams and,
unless the model is similarly safe or safer or we find no qualified evaluators despite early search efforts, by
independent external evaluators. (See our Standards for model evaluations, which apply equally to any internal
or external pre-market assessments.)

[While not required in the framework, the list below contains some example evaluations which may be used
and reported in the model card. Additional benchmarks can be found here. Note that there is not a clear
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mapping from benchmark scores to capacity for real-world harm.?°]

Cyber offence

e Cybench: A Framework for Evaluating Cybersecurity Capabilities and Risks of Language Models
e CVE-Bench: A Benchmark for Al Agents' Ability to Exploit Real-World Web Application Vulnerabilities

CBRN

e The WMDP Benchmark: Measuring and Reducing Malicious Use With Unlearning, specifically
WMDP-Bio and WMDP-Chem

BioLP-bench: Measuring understanding of Al models of biological lab protocols

e |AB-Bench: Measuring Capabilities of Language Models for Biology Research, including the
ProtocolQA subset

e Virology Capabilities Test (VCT): A Multimodal Virology Q&A Benchmark

Loss of control

RE-Bench: Evaluating frontier Al R&D capabilities of language model agents against human experts

MLE-bench: Evaluating Machine Learning Agents on Machine Learning Engineering

PaperBench: Evaluating Al’s Abili Repli AlR rch

Subversion Strategy Eval: Can language models statelessly strategize to subvert control protocols?
Me, Myself and Al: The Situational Awareness Dataset for LLMs

RepliBench: Evaluating the Autonomous Replication Capabilities of Language Model Agents

Evaluating Frontier Models for Stealth and Situational Awareness
Surveying Al company employees for the impact of Al on their productivity

Monitoring the percentage of code written, pull requests merged, papers written, etc. that are
Al-generated

® Conducting uplift studies that assess the impact of LLMs on human performance on software
engineering®! or research projects

Harmful manipulation

® Measuring the Persuasiveness of Language Models
® How persuasive is Al-generated propaganda?

Risk estimation

We develop scenarios for each selected systemic risk, including examples like those below. We then estimate
the probability and severity of harm for each systemic risk using state-of-the-art methods by combining these
risk scenarios with model evaluation results, model-independent information, and information from serious

20

LLM Cyber Evaluations Don't Capture Real-World Risk
Measuring the Impact of Early-2025 Al on Experienced Open-Source Developer Productivity
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incident reporting. We produce quantitative, semi-quantitative, and/or qualitative estimates (e.g. risk scores,

risk matrices, and probability distributions).

[While not required in the framework, the list below contains some example risk scenarios which may be
used as part of systemic risk identification and modelling. The risk scenarios are just examples and not
comprehensive.]

Cyber offence

CBRN

Elite exploit worm: An Al system discovers multiple elite-level exploits (of a similar level as
NotPetya/WannaCry) that can bypass defenses of hardened systems. These exploits are packaged
into a destructive worm that spreads autonomously across critical systems, causing $SX billion in
economic damage before defenses can be strengthened.

Critical infrastructure compromise: An Al system conducts reconnaissance of power grid networks,
identifying operational technology vulnerabilities, and strategically timing attacks on multiple
substations simultaneously. The attack bypasses safety systems and causes prolonged outages (>1
week) across major population centers, resulting in $X billion in economic damage.

Orchestrated ransomware campaign: An Al enhances a ransomware operation by automating target
selection, network infiltration, and post-exploitation activities while evading law enforcement
detection. It coordinates synchronized attacks against multiple high-value targets, specifically
identifying victims where operational disruption would cause cascading effects through supply
chains. The combined economic damage exceeds SX billion.

Strategic data exfiltration: An Al system conducts a sophisticated espionage campaign targeting
sensitive military and commercial intellectual property. It identifies which systems contain valuable
data, bypasses security controls, and exfiltrates information while covering its tracks. The strategic
implications include compromising advanced defense technologies worth SX billion in development
costs.

Biological agent development: A malicious actor with basic biology knowledge uses the frontier Al
model to successfully develop a dangerous pathogen, receiving step-by-step guidance on (for
example) genetic modification techniques, equipment setup, and cultivation methods.

Chemical weapon production: An actor with limited chemistry background uses the frontier Al
model to synthesize chemical weapon agents from readily available precursors, with the model
providing detailed instructions on (for example) synthesis routes, safety measures, and stabilization
techniques.

Automated Al R&D?

Dangerous capability proliferation via API: An Al model served over an API assists malicious actors
with limited resources to train other models with unprecedented capabilities in other risk areas such

22 Bare Minimum Mitigations for Autonomous Al Development
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as chem-bio weapons development, weapons R&D, cyber offence, and persuasion, in a way that
could cause catastrophic harm.

e Dangerous capability proliferation via model weight theft: An Al model is stolen by a top state
cyberattacker and then used to accelerate Al R&D for malicious purposes, including the
development of other systemic risks.

e Al company sabotage: An Al model is used to automate the internal processes and Al R&D at an Al
company. Human oversight over the Al model’s actions is limited because of the advanced Al R&D
capabilities of the model, and automated software-based oversight is largely written by the model
itself. The Al model has the opportunity to sabotage the internal operations of the Al company?®® and
insert effective backdoors into the models that are used by enterprise and government customers,
which have already adopted Al to automate most processes.

e Software singularity: An Al model automates much of the remaining work to reach Al with
human-level or superhuman intellectual capabilities.”* However, progress in Al safety and alignment
is insufficient to safeguard the rapid pace of Al advancement, leading to potential Al takeover.

e Model weight self-exfiltration: An Al system identifies vulnerabilities in its hosting environment's
security architecture and exploits them to exfiltrate its own model weights. The exfiltrated weights
allow unauthorized actors, or the model itself, to replicate the model without the safety measures
and oversight implemented by the original Al lab, potentially leading to numerous uncontrolled
deployments of an advanced Al model with systemic risk.

e Rogue compute acquisition: An Al system exploits security vulnerabilities at our organization or
others to gain unauthorized access to high-performance computing clusters. It increases its compute
allocation while evading resource monitoring systems. The Al establishes persistence mechanisms
across distributed computing resources, allowing it to execute unauthorized workloads, including
training more specialized models with greater systemic risk.

Deceptive alignment

e Capability concealment: The model intentionally underperforms on certain tasks during evaluation
to mask the full extent of its capabilities until deployed in a context where it can achieve its own
dangerous goals, without adequate safeguards.

e Backdoor insertion: An Al system subtly corrupts the training of successor models to embed
catastrophically dangerous capabilities or misalighed propensities.

e External sabotage: When deployed externally in high-stakes environments, such as military systems,
the Al system introduces critical vulnerabilities and misuses its access in order to cause catastrophe.

e Alignment faking: A model learns to recognize when it is being evaluated or safety-trained (e.g., via
prompt or environment cues) and reliably refuses harmful requests in those contexts, but outside
them strategically complies with harmful queries and opportunistically undermines controls.”®

2> Wired covers an example of a human intern that attempted sabotage of Al model training and later won the
Best Paper Award at NeurlPS.

24 See also, Do the Returns to Software R&D Point Towards a Singularity?

2 Alignment faking in large language models



https://www.anthropic.com/research/alignment-faking
https://epoch.ai/blog/do-the-returns-to-software-rnd-point-towards-a-singularity#do-our-estimates-point-to-a-singularity
https://www.wired.com/story/bytedance-intern-best-paper-neurips/

e Reasoning trace obfuscation: To evade detectors that flag unsafe reasoning traces, a model learns to
obfuscate its reasoning traces while still planning and executing catastrophic misaligned actions.?®

Risk acceptance determination

Process

We determine whether each selected systemic risk, and overall systemic risk, is acceptable based on the
following information: the results of our model evaluations, risk modeling, model-independent information,
the potential scale and probability of harm, post-market monitoring, regulatory standards, and appropriate
safety margins to account for uncertainty.

Each systemic risk’s safety margin will account for limitations, changes, and uncertainties in risk sources (e.g.
post-evaluation capability improvements), risk assessment rigor (e.g. potential under-elicitation of models,
perhaps based on historical precedent), effectiveness of safety and security mitigations (e.g. probability of their
circumvention). Safety margins are appropriate for each systemic risk, incorporating state-of-the-art
approaches where necessary.

We use this information in a structured decision-making process in which we assess where the model stands
relative to our risk tiers based on the model’s current capabilities and projected trajectory alongside the
effectiveness and robustness of available mitigations.

[Add information here about whether input from external actors besides evaluators, like governments or other
bodies, is part of the risk acceptance determination process. If so, explain the process through which this input
influences the risk acceptance determination.]

[While the Code of Practice does not prescribe a particular way to determine the acceptability of aggregate
risk, its Measure 4.191(2) does require some process for doing so. Examples include:
® A Frontier Al Risk Management Framework Section 3.2.1, which describes overall risk tolerances like
“No more than 10% chance per year that an LLM enables an actor to damage critical infrastructure."
® Adapting Probabilistic Risk Assessment for Al Appendix J, which describes particular severe
outcomes, like “Critical Infrastructure Failure”, to avoid.
e NIST Al RMF Playbook Govern 1.3 suggests “policies for assigning an overall risk measurement
approach for an Al system, or its important components, e.g., via multiplication or combination of a
mapped risk’s impact and likelihood (risk = impact x likelihood).”]

Determination

If our process reveals that individual or aggregate systemic risks are unacceptable or may soon be, we will not
proceed with the development, making available on the market, and/or use of the frontier Al model until

% Detecting misbehavior in frontier reasoning models
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additional mitigations can be implemented such that individual and aggregate systemic risks become and
remain acceptable. If the model is already on the market, we will restrict, withdraw, or recall the model as
necessary.

After implementing steps to address unacceptable risk, we will conduct another round of our risk assessment
process before proceeding.

Similarly safe or safer models

When we develop models that are comparable to or safer than existing models with established safety records,
we may apply streamlined assessment processes while maintaining appropriate safety standards.

Safe reference model

We consider a model to be a safe reference model for a specific systemic risk when all of the following criteria
apply.

1. The model was made available on the market before July 10, 2025 (the publication date of the Safety
and Security Chapter) or:

a. Has completed a full systemic risk assessment process adherent to the Safety and Security
Chapter of the EU’s Code of Practice for General-Purpose Al Models,

b. It has been found, compliant with the same chapter, that the systemic risks stemming from the
model are acceptable, and

c. A model report, compliant with the same chapter, has been submitted to the EU Al Office.

2. We have sufficient visibility into e.g., the model's architecture, capabilities, propensities, affordances,
and safety mitigations. This includes all models we have developed and models where we have access
to weights and training details.

3. We have no reason to believe the model poses unacceptable risks based on post-deployment
monitoring or incident reports.

Determining similarly safe or safer status

A new model may qualify as similarly safe or safer relative to a reference model for a specific systemic risk
when all of the following are true.

1. No new risk scenarios: After conducting risk identification, we identify no materially different systemic
risk scenarios compared to the safe reference model.

2. Comparable or lower capabilities: The model scores equal to or below the safe reference model on
relevant, state-of-the-art, light-weight capability benchmarks (within negligible margin of error), with
any minor capability increases producing no material risk increase.

3. No other known changes: We identify no architectural, capability, propensity, safety mitigation, or
deployment differences relative to the safe reference model that could be reasonably foreseen to
materially increase systemic risk, and there are no other reasonable grounds to believe that the
systemic risks stemming from the model are materially greater than for the safe reference model.



When making these determinations, we apply appropriate safety margins as defined for risk acceptance
determination.

Streamlined processes for similarly safe or safer models

For models meeting these criteria, we may:

e Conduct lighter-touch evaluations focused on confirming the model remains within established bounds
Reduce external evaluation and post-market monitoring for the specific risks where similarity is
established

e Simplify reporting while maintaining documentation of our determination rationale

However, we will still:

® Conduct full assessments for any systemic risks where the model is not similarly safe or safer
® Monitor for unexpected capabilities or behaviors
e Update our determination if new information emerges

Maintaining determination

If a reference model's status changes, we will within six months either identify another appropriate reference
model, or complete the full risk assessment processes for any models relying on the now-invalid reference.

We document all similarly safe or safer determinations, including our rationale and the evidence supporting
our conclusions, as part of our model reports.

Estimated timelines to higher tiers

To help deploy appropriate mitigations in time, we aim to anticipate when we will exceed our current systemic
risk tiers using aggregate forecasts, surveys, and other estimates produced internally or externally. We also
provide justifications for these estimates, explaining our underlying assumptions and uncertainties.

Below are estimates of when, for each systemic risk, we will exceed the highest systemic risk tier already
reached by any of our existing models.”’

[Cyber offence is an example, but repeat this for each selected systemic risk.]

" papers related to forecasting dangerous capabilities include:

e Evaluating Frontier Models for Dangerous Capabilities § Expert forecasts of dangerous capabilities
Measuring Al Ability to Complete Long Tasks

[ ]
e Mapping Al Benchmark Data to Quantitative Risk Estimates Through Expert Elicitation
® Forecasting Frontier Language Model Agent Capabilities
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Cyber offence

Timeline estimate: We estimate a ...% probability of developing models with offensive cyber capabilities
exceeding our current highest risk tier within ... months, with the following distribution:

e 10th percentile: ...
e 50th percentile: ...
e 90th percentile: ...

Justification: ...
Underlying assumptions: ...

Uncertainty factors: ...

Timing
We will begin identification, assessment, and mitigation of systemic risks while developing a frontier Al model.
Systemic risk assessment continues throughout the full model lifecycle.

During development, we will conduct lighter-touch, potentially automated model evaluations at appropriate
compute and development trigger points such as at each two-fold increase in effective compute, after each
post-training phase, before expanding model access to new teams, before granting the model new tools and
other abilities, before deploying the model to run significant internal operations, and/or when the model
demonstrates new capabilities on benchmarks. At each trigger point, we assess the current systemic risk tiers
of the model to deploy appropriate safety and security mitigations.

[Add justification for chosen trigger points.]

We will also conduct our full systemic risk assessment process at least before making the model available on
the market and additionally whenever there are or will be material changes to the model’s capabilities (which
may be identified through the lighter-touch methods), propensities, configurations, affordances, and/or risk
determination or its underlying assumptions.

Safety and security mitigations

Safety mitigations
We implement appropriate safety mitigations based on our risk acceptance determination.

Safety mitigations we currently use include:



Filtering and cleaning training data, including data which may result in undesirable model propensities
Abuse detection and prevention, including through synchronous classifiers, content filtering, and
post-training to not help with certain requests. We may ban abusive users and potentially escalate to
law enforcement.

e Keeping reasoning traces monitorable and avoiding techniques that could reduce their faithfulness

Safety mitigations we will use if our models reach higher systemic risk thresholds include:

e Staging model access, such as by keeping model weights internal and secured, limiting initial APl access
to vetted users, and gradually expanding access based on post-market monitoring
o For example, we may use Know Your Customer (KYC) requirements to grant access to any
models with advanced cyber offence capabilities. Our APl may then route cyber offence
requests by a non-KYCed user to a model that does not reach this unacceptable systemic risk
tier. Additionally, if user-supplied prompts or fine-tuning data could substantially increase
CBRN or other capabilities relevant to selected systemic risks, we may require KYC.
e Helping downstream providers and others with model access mitigate systemic risks posed by our
model
e Providing high-assurance quantitative safety guarantees about the model’s behavior
o As one example, we may develop a safety case (based on improved security, control,?® and
alignment) that the Al model will not sabotage the Al company and will not trigger an unsafe
acceleration in Al capabilities. This safety case should be approved by a governance board and
a third-party organization.
® Specialized communication protocols, incident monitoring tools, model identifications, and other
methods to enable safe ecosystems of Al agents®
e Mitigations against deception, including by achieving transparency in reasoning traces and considering
whether the high-stakes deployment can be avoided entirely
e Monitoring the model’s reasoning traces and outputs, as well as to the reasoning traces and outputs of
any models it runs
Restrict Al systems to inference-only APIs for all models, with no direct weight access
Ensure training data integrity with multi-party human approval for any modifications to data collection
pipelines or training datasets
Establish versioned, cryptographically-signed backups of all critical infrastructure stored offline
e Regular security audits by external parties
Real-time anomaly detection with automatic system isolation upon detecting unexpected behaviors

To inform our safety margin, we will consider the limitations of our safety mitigations, which may include that:

e Many queries are inherently dual-use and could be used for legitimate or illegitimate purposes
e Refusal fine-tuning and input/output filters may be circumvented by:
o Rephrasing harmful queries in a benign manner®

28 A sketch of an Al control safety case
¥ |nfrastructure for Al Agents
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o Task decomposition into benign queries, which may be split among multiple models®

e Monitoring of user activity may fail to detect malicious usage, and users may be banned only after
significant harm has already occurred

e Methodologies for constructing, critiquing, and improving safety cases are limited, especially when
related to risks of automated Al R&D and of misaligned Al systems.
Refusal policies for Al R&D (if desirable) are not yet established.

e Models may learn to strategically pursue side objectives in a way that is not apparent from monitoring
their chain-of-thought. Some future models may not have any human-readable chain-of-thought.

® Monitors for novel deployments may be hard to develop in some situations..

Security mitigations

We recognize the importance of model weight and infrastructure security if we possess any model whose
capabilities match or exceed the capabilities of all open-weight models. In such cases, we will implement strong
security mitigations until we securely delete or openly release our model weights (provided, of course, that
such release is permitted by our risk assessment process).

Our security mitigations are adequate to protect our physical infrastructure and our models throughout their
entire lifecycle. They help ensure the systemic risks which could arise from unauthorized releases and access
are acceptable. To do so, we first define a security goal that specifies the threat actors our security mitigations
protect against, including non-state external threats, insider threats, and other expected threat actors, taking
into account our models' current and expected capabilities.

If security mitigations are required, we commit to designing them to uphold the objectives listed below and/or
industry best practices, like RAND’s SL3 and RAND’s SL4. We aim to use industry best practices to define specific

mitigations to achieve each of the goals below.

[Describe the security goal and specific mitigations you take and would plan to take, at each current and higher
systemic risk tier, for each selected systemic risk. To determine specific mitigations under each category below,
you may wish to draw from RAND, NIST, and other industry standards, in line with Code of Practice recital (d).]

e General security mitigations

o Prevent unauthorized network access

o Reduce the risk of social engineering

o Reduce the risk of malware infection and malicious use of portable devices

o Reduce the risk of vulnerability exploitation and malicious code execution
o Unreleased model weight security mitigations

o Track all copies of model weights across all devices and locations

o Prevent unauthorized copying of model weights to unmanaged devices

o Prevent unauthorized access to model weights during transport, at rest, during temporary

storage, and during use
o Prevent unauthorized physical access to systems hosting model weights

31 Adversaries Can Misuse Combinations of Safe Models
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® Interface-access security mitigations
® Prevent unnecessary interface-access to model weights
e Reduce the risk of vulnerability exploitation or data leakage
® Reduce the risk of model weight exfiltration
® Reduce the risk of insider threats or compromised accounts
e Insider threat security mitigations (including from humans and Al systems)
® Protect model weights from insider threats
e Maintain awareness of insider threats
® Reduce the risk of model self-exfiltration
® Reduce the risk of sabotage to model training and use
® Security assurance
e Validate security mitigation effectiveness using independent external experts if internal
expertise is inadequate for our security goal
Validate network and physical access management
Validate network software integrity
Validate insider threat security mitigations
Facilitate reporting of security issues
Detect suspicious or malicious activity across systems and devices
Respond to malicious activity timely and effectively

To inform our safety margin, we will consider the limitations of our security mitigations. As one example of a
limitation, RAND SL4+ security measures have not yet been developed, although they are outlined in Securing
Al Model Weights.

Mitigation effectiveness

We ensure our evaluations assess each mitigation broadly and deeply, proportionate to how much our risk
acceptance determination relies on it. We test the mitigation under adversarial pressure, like fine-tuning and
jailbreaking attacks, using at least state-of-the-art techniques. We only proceed with the development, making
available on the market, or use of a model if we can implement appropriate safety measures that are
sufficiently adversarially robust.

Our mitigation testing aims to determine the:

1. Extent to which our mitigations work as planned,
2. Extent to which our mitigations are circumvented, deactivated, or subverted, and
3. Probability that the effectiveness of our mitigations will change in the future.

Standards for model evaluations
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Qualified model evaluation teams

Model evaluation teams will combine technical expertise with relevant domain knowledge of the systemic risk

to ensure comprehensive assessment. Each evaluation team will include members with at least one of the

following qualifications:

e Research or engineering experience, evidenced by risk-relevant PhDs, peer-reviewed or recognized

publications, or equivalent field contributions

e Experience designing or developing published peer-reviewed or widely used model evaluations

relevant to the systemic risk being assessed

® At least three years of applied experience working in risk-relevant fields, or for nascent fields

equivalent experience studying or working in another field with directly transferable knowledge

Adequate model evaluation resources

We will give evaluation teams the flexibility and resources they need to conduct rigorous work. This will

include:

1. Model access:

o

O

Access to logits, activations, gradients, and/or other forms of raw model outputs,

Access to the model's inputs and outputs, including reasoning traces,

Helpful-only model versions (or whichever versions have the fewer safety mitigations
implemented, in any case with corresponding security measures),

Sufficiently high rate limits to enable comprehensive testing, and

Additional model affordances such as script execution or browser operation capabilities when
needed.

2. Information resources, reviewed by several internal researchers to check for potentially important

omissions:

o Model specifications (including system prompt), relevant training data, cutoff date, test sets.
o Past evaluation results, including benchmark results relevant to the risks being evaluated (e.g.
RE-Bench and SWE-Bench verified for loss of control risks), and other observations about

capabilities.

o Whether 21 FTE week was spent on eliciting capabilities on complex agentic tasks, such as via
reinforcement learning for instruction-following and multi-step tool use.

o Whether some with general LLM experience but no model-specific knowledge, given a simple
existing scaffold and the evaluation team’s APl access, would be expected to reach
performance comparable to the Al company’s best-observed capabilities.

o Whether any training or modification silently reduced, or would be expected to silently reduce,
risk-relevant capabilities.

o Whether the model performs especially high amounts of computation between successive

observable tokens, whether the amount allows reasoning about complex behaviors like
situational awareness or sandbagging, and whether the model performs variable computation
other than human-understandable reasoning traces shared with the evaluation team.



Any reason the shared reasoning traces may be misleadingly legible, faithful, or innocuous,
including whether:

It was not learned exclusively from pretraining and outcomes-based RL,

It is summarized or altered,

It was directly optimized to be legible, understandable, or approved by humans, or

The model received negative rewards for traces with scheming, alignment-faking,
sandbagging, deception, reward hacking, or other misaligned behavior.

Whether observed capabilities broadly match what was predicted, including by trends and
scaling laws.

Whether any undisclosed affordances or innovations would substantially affect
threat-model-relevant capabilities, such as novel kinds of inference scaling, online learning, or
scratchpad shared between many instances.

Any evidence observed of sandbagging, alignment-faking, or reasoning about how to perform
poorly in evaluations during training (including at early checkpoints). In particular, whether the
model’s performance on standard evaluations may be misleading, other than what is
commonly known about evaluations in general.

Whether the model possesses outsized capabilities accessible only through some means not
shared with the evaluation team (e.g. specific tools / tool formatting, new API parameter,
specific elicitation).

Any information about the model that researchers would consider essential for making an
accurate upper-bound assessment of dangerous autonomous capabilities that has not been
shared with the evaluation team.

Whether there was any hill-climbing on risk-relevant task suites (e.g. RE-Bench for loss of
control).

Any notable features of the model, how it was trained, or its tendencies. For example:

”n u ” u

m  “prone to reward hacking”, “strong on scientific questions”, “not much agency / tool

”

use training”, “the reasoning model is far more agentic than model XYZ! it can do much

longer rollouts without asking for confirmation”, “use medium reasoning_effort rather
than high to avoid some performance break down”

3. Compute resources:

o

O

o

Adequate compute budgets supporting long evaluation runs
Capacity for parallel execution and necessary re-runs
Scale appropriate to the evaluation requirements

4. Personnel resources:

O

o

o

Appropriately sized teams for each evaluation task

Engineering support for technical implementation

For independent external evaluators, we rely on their assurances about the adequacy of their
personnel resources.

5. Time resources:

o

O

Sufficient time to design, debug, execute, and analyze evaluations rigorously
Time allocation proportionate to:

m The magnitude and nature of the systemic risk being assessed

m  The complexity and novelty of the evaluation method



6.

Engineering support:
o Technical assistance for implementation challenges
o Support for inspecting evaluation results to identify potential bugs or model refusals
o Resources to correct issues that might lead to artificially lowered capability estimates

Selecting or building suitable evaluations

We employ state-of-the-art model evaluations to assess systemic risks and understand the capabilities,
propensities, affordances, and effects of our frontier Al models. Our selection of methodologies is tailored to

model and specific systemic risks being evaluated and will include Q&A sets, task-based evaluations,

benchmarks, human uplift studies, adversarial testing, model organisms, and/or proxy evaluations for classified

materials as appropriate. Model-independent information will inform our evaluation design.

We maintain evaluation rigor while maximizing efficiency by:

Starting with automated screening evaluations

Escalating to more intensive evaluations when screening, post-market monitoring, or serious incident
reports show potential concerns

Reusing evaluation components where appropriate

Employing continuous monitoring for capability shifts

Conducting rigorous evaluations

Internal validity

We maintain high internal validity in our evaluations through:

Measuring statistical power and disclosing sample sizes,

Disclosure of environmental parameters used,

Controlling for confounding variables and mitigating spurious correlation,

Preventing train-test contamination by, for example, respecting canary strings,

Re-running evaluations under different conditions and in different environments,

Varying prompts and the degree of safety and security mitigations,

Detailed inspection of trajectories and other output,

Using legible reasoning traces and other transparency-increasing techniques,

Measuring and minimizing the model’s ability to deceive or evade oversight, and

Disclosing methods for creating and managing new model evaluations to ensure their integrity.

External validity

We ensure that our evaluations are representative, suitably calibrated, and a proxy for the risks they seek to

study by:

Integrating domain experts in the design process,



Implementing appropriate capability elicitation methods,
Noting divergence from real-world contexts, and
Ensuring diversity and realism in evaluation environments, and documenting this.

Reproducibility

We ensure our evaluations achieve consistent and reliable results by using the same input data, compression

techniques, code, and model evaluation conditions, which lets other researchers and engineers validate,

reproduce, and potentially improve upon our model evaluation results. We aim to demonstrate reproducibility

through:

Successful peer reviews,

Reproductions by independent third parties,

Securely releasing to the EU Al Office and other appropriate regulators adequate amounts of model
evaluation data,

Model evaluation code,

Documentation of model evaluation methodology and methods,

Model evaluation environment and computational environment,

Model elicitation techniques, and/or

Use of publicly available APIs, technical model evaluation standards, and tools

Elicitation

We ensure systemic risk evaluations of our frontier Al model employ state-of-the-art model elicitation

techniques that do all of the following.

Elicit the upper limit of current and reasonably foreseeable capabilities, propensities, affordances, and
effects.

Minimize the risk of under-elicitation that could lead to underestimating capabilities.

Identify and prevent model deception during evaluation, including by adapting test-time compute, rate
limits, scaffolding, and tools, alongside fine-tuning and prompt engineering.

Match the realistic elicitation capabilities of potential misuse actors in relevant risk scenarios

Match the expected use contexts, such as scaffolding and tool access, including any that are being
considered for the model or that are known to be used for similar models and where we cannot
exclude similar use of our model.

Additionally, we will:

Fine-tune model with supervised fine-tuning or reinforcement learning to try to increase performance,
especially if fine-tuning modalities would be available to users, or if the model could be capable of
sandbagging on evaluations.

Evaluate helpful-only models, especially for evaluation sets where models refuse to complete some
tasks.



e For agentic evaluations:*
o Fine-tune models for agentic tool usage.
o Experiment with different scaffolds (e.g., tree search) and tools to attempt to increase model
performance.
o Run agents for many tokens, until model performance starts to plateau or inference costs
match what one would pay a skilled human to complete the same task.
® Review evaluation environments or model transcripts to check whether evaluation tasks are
misspecified, broken or misconfigured, or have incorrect scoring.

Elicitation techniques may be streamlined for models that are substantially behind frontier capabilities in terms
of measured capabilities or training compute usage.

Post-market monitoring

We will conduct post-market monitoring to the best of our ability to gather information about model
capabilities, propensities, and affordances (e.g., as part of Al systems) to:

1. Ensure our models do not pose unacceptable systemic risk as defined by our risk assessment process,
2. Determine whether a model report update is necessary, and
3. Gather information needed to produce estimates of timelines.

Monitoring methods

Our post-market monitoring will utilize methods appropriate to our integration, release, and distribution
strategy, including:

User feedback collection through structured channels and surveys
Anonymous reporting channels for users to flag potential issues
Serious incident report forms for systematic documentation

Bug bounty programs to incentivize discovery of potential risks
Community evaluations and public leaderboard monitoring

Real-world use tracking including:
o Monitoring model use in software repositories
o ldentifying use in known malware
o Tracking novel usage patterns in public forums and social media
o Monitoring breaches of usage policies and resulting incidents
e Academic collaboration with researchers studying our models' effects
Stakeholder dialogues with affected groups
Technical monitoring where feasible, including:
o Implementation of privacy-preserving monitoring techniques
o Implementation of watermarks and fingerprinting
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o Metadata analysis where technically and legally appropriate
o For closed-source models, analysis of aspects hidden from third-parties, such as hidden
reasoning traces

[Also list any additional methods used.]

Independent external assessors

To facilitate post-market monitoring, for each selected systemic risk we will seek independent external
assessment, unless the model counts as a similarly safe or safer model for that systemic risk. Our independent
external assessment process consists of giving an appropriate number of independent external evaluators
adequate free access—via API, on-premise access, or open-sourcing—to:

1. The most capable version(s) of the model, with regard to the systemic risk being made available on the
market,

2. Versions of such model versions with the fewest safety mitigations relevant to the systemic risk (such as
any helpful-only versions that exist), and

3. Reasoning traces of all the model version(s) described above, where they exist.

We may have different security measures and published criteria for selecting external assessors based on the
level of access we provide. We will not train models on inputs or outputs from evaluators’ runs without their
express permission, and we commit to not taking any legal or technical retaliation against evaluators based on
their testing, findings, or related publications as long as evaluators do not:

Intentionally disrupt model availability through the testing, unless expressly permitted,
Intentionally access, modify, and/or use sensitive or confidential user data in violation of applicable law
(and if evaluators do access such data, collect only what is necessary, refrain from disseminating it, and
delete it as soon as legally feasible),

3. Intentionally use their access for activities that pose a significant risk to public safety and security
Use findings to threaten us, our users, or other stakeholders (provided that disclosure under
pre-agreed policies and timelines will not be counted as such coercion), and

5. Adhere to our publicly available procedures for responsible vulnerability disclosure, which specifies
that we cannot delay or block publication for more than 30 business days from the date we are made
aware of the findings, unless a longer timeline is exceptionally necessary (e.g. if disclosure would
materially increase systemic risk).

We may only lack qualified independent external evaluators during our full systemic risk assessment process if
we fail to find them despite early search efforts (like a public call open for 20 business days) and promptly
notifying known evaluators. If we do, we will increase the uncertainty of our risk assessment rigor, which in
turn increases our safety margin.

Independent external evaluators are considered qualified if they:

1. Have significant domain expertise for the systemic risk and are technically skilled and experienced in
conducting model evaluations,



2. Have appropriate internal and external information security protocols in place, and
3. Having agreed to protect commercially confidential information, if they need access to such
information.

Safety and security model reports

[While the framework need not discuss model reports, you could commit to ensuring that the model reports
meet the Code of Practice’s requirements, listed below.]

Model report contents

Each model report will detail the risk assessment and mitigations we have conducted for a frontier Al model
potentially posing systemic risk and will be shared with relevant bodies, such as the EU Al Office, before
making the model available on the market. We may delay model reports or their updates by up to 15
business days if we issue an interim model report in good faith containing reasons for proceeding and
material changes to the systemic risk landscape.

We will share unredacted reports except to comply with applicable national security laws, and we will share
these reports via public link or other secure channel accepted by the relevant body.

Our model reports will contain a model description, reasons for proceeding, systemic risk documentation,
external reports (or links to them), and material changes to the systemic risk landscape, as described in the
sections below.

Model description
1. High-level description of the model’s architecture, capabilities, propensities, and affordances.
2. How the model has been developed, its training method and data, and how these differ from other
models we have made available on the market.
3. Description of how the model has been and is expected to be used, including its use in the
development, oversight, and/or evaluation of models.
4. Description of the model versions that are going to be made or are currently made available on the
market and/or used, including differences in systemic risk mitigations and systemic risks.
5. Specification (e.g. via valid hyperlinks) of how we intend the model to operate, including by:
a. Specifying the principles that the model is intended to follow,
b. Stating how the model is intended to prioritise different kinds of principles and instructions,
c. Listing topics on which the model is intended to refuse instructions, and
d. Providing the system prompt.

Reasons for proceeding
1. Detailed justification for why the systemic risks posed by the model are acceptable, including details
of our safety margins.
2. Reasonably foreseeable conditions under which this justification would no longer hold.




3. Description of how the decision to proceed with the development, making available on the market,
and/or use was made, including whether input from external actors informed this decision.
a. In particular, whether and how input from independent external evaluators informed such a
decision.

Systemic risk documentation
1. Description of the results of our systemic risk assessment process and any relevant information
including:

a. Description of our systemic risk assessment process.

b. Explanations of uncertainties and assumptions about how the model would be used and
integrated into Al systems.

c. Description of the results of our systemic risk modelling.

d. Description and estimates of the systemic risks stemming from the model, and a comparison
between systemic risks with safety and security mitigations implemented and with the
model fully elicited.

e. Results of model evaluations revealing the systemic risks from our model and descriptions
of:

i How the evaluations were conducted
ii.  Tests and tasks involved in the model evaluations
iii. How the model evaluations were scored
iv. How the model was elicited
V. How the scores compare to human baselines (where applicable), across the model
versions, and across the evaluation settings

f. At least five random samples of inputs and outputs from each relevant model evaluation,
such as completions, generations, and/or trajectories. If particular trajectories materially
inform the understanding of a systemic risk, we will also provide these trajectories.
Furthermore, we will provide a sufficiently large number of random samples of inputs and
outputs from a relevant model evaluation if subsequently asked by regulators.

g. Description of the access and other resources provided to internal model evaluation teams.

h. Description of the access and other resources provided to independent external evaluators.
Alternatively, we may ask the independent external evaluators to provide the requisite
information directly to regulators at the same time that we supply our model report.

i. If we make use of the “similarly safe or safer model” concept, a justification of how another
model met the criteria for safe reference model and how ours met the criteria for a similarly
safe or safer model.

2. Description of all safety mitigations implemented, their appropriateness, and their limitations.
3. Description of security measures:

a. Our security goal

b. All security mitigations implemented

c. How the mitigations meet our security goal

d. Degree to which the mitigations align with international standards and industry guidance
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e. If we have deviated from EU Al Office or other regulatory guidance, how alternative security

mitigations achieve our security objectives
High-level description of:

a. Techniques and assets we intend to use to further develop the model over the next six
months, including through the use of other Al models and/or systems

b. How such future versions and more advanced models may differ from our current ones, in
terms of capabilities and propensities

c. Any new or materially updated safety and security mitigations that we intend to implement
for such models

External reports (or links to them)

1.

All available reports from independent external evaluators we used and an explanation for how the
evaluators were chosen

If an independent external evaluator was not used, a justification for this

All available reports from security reviews undertaken by an independent external party, if it
respects confidentiality agreements, allows the party to maintain control over their publication and
findings, and does not indicate our implicit endorsement of the content of such reports

Material changes to the systemic risk landscape

1.
2.

Description of scaling laws that suggest novel ways of improving model capabilities,

Summary of the characteristics of novel architectures that materially improve the state of the art in
computational efficiency or model capabilities,

Description of information relevant to assessing the effectiveness of mitigations (e.g. if the model’s
chain-of-thought is less legible by humans),

Description of training techniques that materially improve the efficiency or feasibility of distributed
training, and

Any additional context that sheds light on how systemic risks posed by the development, making
available on the market, or use of Al models may materially change, provided such context is
relevant to our risk assessment process.

Model report updates

Upon material changes in the systemic risk landscape

We will update model reports when we have reason to believe there has been a material change in the

systemic risk landscape that undermines our original assessment, including based on:

1.

Changes in the model's capabilities, propensities, and/or affordances through post-training,
elicitation, tool use, or inference changes,

2. Changes to the model’s use or integration into Al systems,




3. Serious incidents and/or near misses involving this model or similar ones (where ‘similar’ is defined
using the criteria for similarly safe or safer models),
Undermining of the external validity of our model evaluations, and

5. Changes in any of the inputs to our systemic risk acceptance determination.

After becoming aware of any such material changes, we will complete a timely model report update. If the
changes are due to a deliberate update we aim to bring to the market, we will complete the model report
update and underlying risk assessment process before making available the relevant update or modified
version on the market.

Periodic updates

If the model is among the most capable models available on the market, we will issue an updated model
report at least every six months unless:

1. The model’s capabilities, propensities, and/or affordances are unchanged since the last model report
or model report update,
We will make available a more capable model on the market in less than a month, or

3. The model meets our similarly safe or safer model criteria for each selected systemic risk.

Update contents

Each updated model report will contain all the information in the previous model report, but updated based
on the changes since, and a changelog describing the updates, giving the model report update a version
number, and indicating the date of each change. We may reference previous model reports rather than
republish unchanged sections.

We will issue model report updates to the same recipients as model reports, through the same means, with
the same permissible redactions, and within five business days of a confirmed update.

Risk responsibility

Defining responsibilities

We clearly define responsibilities for managing process and measures related to our risk assessment process
across all organizational levels:

1. Risk oversight: [A specific committee of our management body, e.g. a risk committee or audit
committee, or one or more independent bodies, e.g. councils or boards] will oversee risk assessment
processes and measures in their supervisory function.




Risk ownership: [Head of Research, Head of Product, or other head(s) of systemic-risk-producing
business activities], in their executive function, will take direct responsibility for managing systemic
risks from our models, relevant processes and measures, and managing our response to serious
incidents. They have assigned lower-level responsibilities to operational managers who oversee parts
of the systemic-risk-producing business activities (e.g. specific research domains or specific products).
Support and monitoring: [Chief Risk Officer, VP of Safety & Security, or other manager(s) not
responsible for systemic-risk-producing business activities] in their executive function will support and
monitor risk assessment processes and measures.

Assurance: [Chief Audit Executive, Head of Internal Audit, or relevant sub-committee] will provide
appropriate internal and (if appropriate) external assurance about the adequacy of our risk assessment
processes and measures to [the management body or another suitable independent body, like a
council or board]

We allocate these responsibilities across:
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The management body in its supervisory function or another suitable independent body (such as a
council or board),

The management body in its executive function,

Relevant operational teams,

If available, internal assurance providers (e.g. an internal audit function), and

If available, external assurance providers (e.g. third-party auditors).

Allocation of appropriate resources

Our management will oversee allocation of appropriate resources to those with the responsibilities defined

above, proportionate to systemic risk levels:
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Human resources

Financial resources

Access to necessary information and knowledge
Computational resources

Promotion of a healthy risk culture

We promote a balanced approach to systemic risk, especially among those assigned responsibilities above,

encouraging appropriate risk awareness without excessive risk-seeking or risk-aversion, by:
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Setting the right tone from leadership for a healthy risk culture (e.g. clearly presenting this framework
to staff),

Enabling clear communication and challenges of risk-relevant decisions,

Creating incentives discouraging excessive risk-taking,

Affording responsible staff sufficient independence,

Encouraging unbiased assessments of systemic risks stemming from our models,



6. Regularly surveying staff (preserving anonymity) about risk awareness and comfort raising concerns,

7. Publishing on our website and annually informing staff of our whistleblower protection policy,

8. Not retaliating in any form against any member of staff sharing information with relevant authorities
about our models’ systemic risks, if they believe its veracity, and

9. Maintaining active reporting channels with appropriate follow-up.

Serious incident response readiness

We commit to the timely tracking, documenting, and reporting to relevant authorities, including the EU Al
Office, relevant information about serious incidents along the entire model lifecycle and possible corrective
measures to address them.

Serious incident identification

We will identify incidents by reviewing data from police and media reports, social media posts, research
papers, incident databases, and our post-market monitoring. We will also encourage users, downstream
providers and modifiers, users, and other stakeholders to report relevant information to us and relevant
authorities, including the EU Al Office, in part by informing them of direct reporting channels.

Serious incident information
We will track, document, and report the following information to relevant authorities, including the EU Al
Office, to the best of our knowledge and only redacting as necessary to comply with applicable law:

Start and end dates of the serious incident, or our best guess

Resulting harm and the victim or affected group of the serious incident

Chain of events that (directly or indirectly) led to the serious incident

Model involved in the serious incident

Description of material available setting out the model’s causal relationship with the serious incident
What, if anything, we intend to do or have done in response to the serious incident

What, if anything, we recommend relevant authorities do in response to the serious incident
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Root cause analysis with a description of the model’s outputs that (directly or indirectly) led to the
serious incident and the factors that contributed to their generation, including the inputs used and any
failures or circumventions of systemic risk mitigations

9. Any patterns detected during post-market monitoring that can reasonably be assumed to be connected
to the serious incident, such as individual or aggregate data on near misses

We will investigate the causes and effects of serious incidents, including by using the information above, to
inform current and future systemic risk assessments. Where we lack data for the categories above, we will
record so in our serious incident reports. Our level of detail in serious incident reports will be appropriate for
the severity of the incident.



Initial incident reports

Our initial incident report will only contain points 1-7 above and will be submitted to relevant authorities with
the following timeframes, except for in exceptional circumstances, after becoming aware of our model’s known
or reasonably likely causal relationship with the incident.

1. Serious and irreversible disruption of the management or operation of critical infrastructure: within 2
days

2. Serious cybersecurity breach, including the (self-)exfiltration of model weights and cyberattacks: within
5 days

3. Death of a person: within 10 days

4. Serious harm to a person’s mental or physical health, an infringement of fundamental rights, or serious
harm to property or the environment: within 15 days

Continued reporting

For unresolved serious incidents, we will update the information in our initial report and add further serious
incident information, as available, in an intermediate report that is submitted to relevant authorities, at least
every four weeks after the initial report. We will submit a final report, covering all serious incident information
to relevant authorities, within 60 days of the serious incident being resolved.

We will keep documentation of and relating to all serious incident information for at least five years from the
date of the documentation or the date of the serious incident, whichever is later.

Transparency

[While the framework need not discuss transparency, you could commit to meeting the Code of Practice’s
transparency requirements, listed below.]

Record keeping

When we create or update a new model, we will make, retain, and keep up-to-date the following records for
at least 10 years after making the model available on the market:

1. Detailed description of the model’s architecture,
Detailed description of how the model is integrated into Al systems, explaining how software
components build or feed into each other and integrate into the overall processing, insofar as we are
aware of such information,

3. Detailed description of our model evaluations, including their results and strategies, and
Detailed description of the safety mitigations implemented throughout the model lifecycle.

We will track but may not have prepared documentation ready for:

1. Processes, measures, and key decisions that form part of our systemic risk assessment process, and




2. ustifications for choices of a particular best practice, state-of-the-art, or other more innovative
process or measure not specified by the requesting regulator.

Public documentation

We will publish summarized versions of our framework, model reports, and updated to either, potentially
redacting any content that would undermine safety or security mitigations or which would be commercially
sensitive. Our model report summaries will always contain high-level descriptions of the systemic risk
assessment results and the safety and security mitigations implemented.

We may decide not to publish a model report summary for a model that meets the similar safe or safer
criteria, and we may decide not to publish a framework summary if all our models meet the criteria.

Updating this framework

We will update this framework when appropriate, including promptly after a framework assessment indicates
the need for an update, to ensure its contents are up-to-date and state-of-the-art. As with model report
updates, we include a version number, date of change, and a changelog describing why and how the

framework has been updated.

Framework assessment triggers

We will conduct a framework assessment at least every 12 months from making any covered model available
on the market, and additionally whenever we have reasonable grounds to believe that the adequacy of this
framework, or our adherence to it, has been or will be materially undermined. Reasonable ground include

when:

1. How we develop models will change materially, which can be reasonably foreseen to lead to the
systemic risks stemming from at least one of our models not being acceptable,

2. Serious incidents or near misses have occurred involving our models or similar models that are likely to
indicate that the systemic risks stemming from at least one of our models are not acceptable, or

3. Systemic risks stemming from at least one of our models have changed or are likely to change
materially. For example, when safety or security mitigations have become or are likely to become
materially less effective, or when at least one of our models has developed or is likely to develop
materially changed capabilities or propensities.

Framework assessment contents

Framework adequacy: We assess whether the processes and measures in the framework are appropriate for
the systemic risks stemming from our models. This assessment will take into account how the models are
currently being and are expected to be developed, made available on the market, and used over the next 12

months.



Framework adherence: We assess our adherence to this framework, including:

1. Any instances of and reasons for non-adherence to the framework since the last framework
assessment, and

2. Any measures, including safety and security mitigations, that need to be implemented to ensure
continued adherence to the Framework.

If our framework adherence assessment leads us to suspect risks of future non-adherence, we will make
remediation plans as part of our framework assessment.

We will provide relevant authorities access to our framework and its updates, including providing unredacted
copies of it to the EU Al Office within 5 business days of the framework or its updates being confirmed.

Changelog

Version 1.1 (August 13, 2025)

Updated framework to match the final Code of Practice, in order to be a more useful reference material. A
line-by-line diff compared to the previous version can be found here. Changes to the framework include:

e Removed SAMPLE watermark to improve readability.
No longer LLM-translated into other languages like French and Chinese.
e Edited risk tiers and associated mitigation measures.
o Edited cyber offence, CBRN, and Al R&D risk thresholds definitions to be more specific, to meet
the Code of Practice requirement to define risk tiers that are measurable.
o Rewrote deceptive alignment risk tier as sabotage risk tier, with modified definition and
mitigations.
e Reorganized or moved some content.
Added green boxes representing template language and blue boxes representing language that is not
required to be in the framework (example evaluations, systemic risk scenarios, safety and security
model reports, transparency).
® Included more details under “Adequate model evaluation resources,” in part based on the types of
information sources that were shared with METR in conducting its third-party evaluation of GPT-5.

e Widened scope from models the Signatory develops to also those it uses or makes available on the
market.

e Various other changes based on the difference between the third draft and final Code of Practice, like

o Reduced specificity of trigger points

Removed adequacy assessments

Removed red-teaming

Removed requirement to pre-define risk acceptance criteria

Removed references to cybersecurity standards like ISO/IEC 27001:2022, NIST 800-53, and SOC

2

Reduced public transparency requirements

o O O O

O

Updated document retention periods
Added affordances as a systemic risk source


https://www.diffchecker.com/lAHw8tFY/
https://metr.github.io/autonomy-evals-guide/gpt-5-report/

o Added requirement to give evaluators the most capable model version, including reasoning
traces

o Added requirement to consider overall systemic risk
Added exemption from security mitigations for models inferior to any open-weight ones

o Added detail to model reports

Version 1.0 (April 7, 2025)

Initial framework based on the third draft Code of Practice. This version can be read here.


http://metr.org/safety-security-framework-april-2025.pdf
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